
A parents’ guide  

to E-Safety  

This guide has been written by Phil BooL, a software   
developer, parent and contributor on online security. The 

following guide is provided as personal advice. 

    

  introduction 
 

The vast majority of parents want to give their children the opportunity to learn,         
create and play online by providing them with an internet connected computer, tab-
let, games console or mobile phone.  Most parents choose to do this despite being 
aware that the internet is full of dangers, and despite the fact that few parents would 
say that they can trust what their children are seeing when they play online, with 62% 
of parents saying inappropriate content is their main concern (here).   

The good news is that, whilst the internet has a degree of risk, there are things that all 
parents can do to make exploring the online world a safer and healthier thing to do, 
and to prepare for the kind of challenges a young person will meet in cyberspace. 

  Family practices 
 

Communication 

 

The majority of families I know have built a relationship of trust with their children, 
and discuss their online interactions, usually with the goal of sharing in the child’s          
excitement, but also with the parent keeping a wary eye for potential risks. 

 

How much time is too much? 

 

I know my kids spend a lot of time on computers, but this is only allowed after other 
important things have happened, such as reading, homework, piano practice or            
playing outside (if it’s not raining).  UK Experts encourage limiting screen time to at 
most a couple of hours a day.  When they are online, they could be watching one of 
our own movies, watching YouTube videos by trusted contributors, playing Minecraft 
or other appropriate game, playing a web game on a trusted website, reading books 
stored on a tablet, designing an application on Scratch or Android App Inventor, or 
even working through an online tutorial in something new, whether that’s juggling or 
JavaScript.  If there’s variety, then even if a couple of hours pass on a rainy Saturday, 
there are benefits for the kids as well as peace and quiet.  That said, keeping a ready 
supply of felt pens and craft projects is another way of reducing screen time and        
protecting against unmonitored internet familiarity. 

 

PC and Consoles Games (Xbox, PlayStation) 

 

Whenever you buy computer games for kids, check the game’s PEGI age rating.  These 
can be age 3, 7, 12, 16 or 18, and are important to protect children from adult, violent 
and criminal content that is in present in some video games now.  It is worth noting 
that this the ages are guidelines, however if you review the content permitted in a 
PEGI 16 game, you may be surprised to see that this closely reflects the requirements 
for an 18’s movie certificate. 

The full details of what each rating may contain is available here: http://
www.pegi.info/  I have provided a summary of each rating overleaf. 

http://www.internetmatters.org/wp-content/uploads/2015/12/Internet_Matters_Pace_of_Change_report-final_2.pdf
http://www.bbc.co.uk/news/education-19870199
http://www.pegi.info/en/index/id/33/
http://www.pegi.info/en/index/id/33/


Online gaming 
 
Letting kids search for their own games online can be dangerous. Sites with  innocent 
looking games on can also contain far more concerning ones. Do have a look closely 
before letting the kids click from game to game, or search the categories.   

Avoid games with online message-boards, or ways that players can post video and im-
age content online in game environments, such as Avatars, signatures or chat rooms. 
Unless such game sites are carefully monitored by professional  administrators, it is 
possible for inappropriate content to be introduced by  other users. Unfortunately, 
there are people that entertain themselves ‘trolling’ such sites with inappropriate           
content. 

 
 

Visibility 
 
Computer use should happen in plain sight, not away in a bedroom or quiet 
study.  Whilst some computer games can stimulate learning, having an Xbox or 
Playstation in the bedroom can reduce rest and sleep quality, which can in turn have a 
significant impact on learning.    
 
 

ownership 
 
Make it clear that you as the parent own your family’s internet connected devices, and 
that use of them by your children is a privilege that must be earned and can be 
lost.  It’s a great thing to give kids a sense of responsibility for their things, but it’s my 
opinion that this cannot be at the expense of your ability to protect them.   You should 
maintain the expectation that you will regularly be reviewing browsing history, saved 
content or text messages, and the passwords (phone, tablet and PC) remain under 
your supervision. 

 

Suitable for any child capable of working a controller. 

 

May contain some scary scenes or sounds, but generally 

suitable for most children. 

 

May contain graphic violence towards fantasy characters, or 

hidden (non-graphic) violence to human  characters.  May 

have some nudity but not graphic, and some swearing. 

 

Violence or sexual activity is present and can be                         
realistic.  Games may contain extreme bad  language.  

Smoking can be shown. Taking drugs and other criminal  
activity may also be shown, in some detail. 

 

Only games that show violence that is designed to be gory 
and provocative or ‘adult’ scenes will get an 18 certificate. 

Pegi age rating of video games 



  Technical Steps 
 

 

Filtering 
 

Set up an internet connection or ‘family’ filtering service.  Check what your internet 
provider offers (e.g. Virgin Media Child Safe, EE Content Filter, O2 McAfee Security 
Center).  If you’re not happy with the protection offered, you can consider paying for 
extra internet filtering from a service like Covenant Eyes, or if you fancy a challenge, 
installing free software on the devices your children use like K9 Web Protection 
(although this won’t work with every type of internet connection).  Make sure your 
choice covers all the internet devices your child will search or browse on, including 
mobile phones and tablets.  However, don’t let this give you a false sense of security: 
there are ways round every security product out there, and while I won’t list them 
here, a well-targeted google search will find them.   In short, these steps are not an 
alternative for the communication that sets the ground rules for access. 
 
 

Google Account 
 

Create an account on Google for your kids’ computers, and keep the password.  Sign 
into Google, select and lock in Google Safe Search.  Sign into Youtube with the same 
Google account, then go to settings, activate Restricted Mode and lock this in, and 
these videos will also be filtered.  
 
 

Administrator Accounts 
 

If you want to be able to see what a computer is being used for, you may want to          
create a master ‘Administrator’ user account, password protect it, and remove           
administrator privileges from the account you let children use.  This means that they 
will need your help occasionally (such as to install the software that some websites will 
need to run), but that you can access their account by resetting their password           
whenever you need to.  You can then see internet history settings, installed and  
downloaded files, and any system changes.  

Photos 
 
Children can sometimes make bad decisions about the photos they take. SelfieCop is a 
free app which allows you to see photos taken by your children on their Smartphones. 
Go to www.selfiecop.com to find out more and download for free. 
 
 

Stay Up-to-date 
Update your internet browsers regularly.  This will give you the best available              
protection against popup adverts and other unwanted advertising, some of which can 
be inappropriate for young audiences.  Some browsers are more susceptible than         
others. 
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